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Reputation locked in portals
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How does a Reputation System work?

What is reputation?
Historic behavior

Reputation Systems

- Collect historic behavior
- Aggregate

- Distribute

Different reputation system
frameworks with different
parameters
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The reputation dilemma

Reputation is an important (valuable) ingredient for creation of trust

Positive reputation is a hard earned
— Qver long time
— By consistent behavior
— Observed and guaranteed by a 3" party (the portal)

Unfortunately
— Use of new portals require users to start with no reputation
— Locks users to their existing portal

Good for portals Bad for users
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Scenario sketch: Portable reputation
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Problem : Portable reputation

« Users would like to combine all their (little positive) reputations at
multiple portals to show their trustworthiness

— All portals cannot be practically expected to use a single Federated
|dentity provider

— Portals (often competing) will not actively co-operate in transfer of
reputation ratings.

« For privacy reasons, users would ideally not like all his pseudonyms
linked by anyone but only the party he intends to interact
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Solution sketch: Portable reputation

Map problem of portable reputation to the problem of proving
ownership of pseudonyms at the different portals

Leave aggregation and weights to attach to each individual reputation to
the receiving party.

Cryptographic prelims - Discrete Log problems
e Given g™, finding m hard
e Given g*and ¢, finding g hard
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Solution sketch: Portable reputation
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Solution sketch: Portable reputation
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The protocol
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Conclusion: Portable reputation

» Allows users to claim their reputation without active
cooperation of portals

* Pseudonym privacy by linking is not affected

* Cryptographically secure way to prove reputations actually
belong to the user and not borrowed.
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